e ISSN: 2584-2854 
Volume: 02 

Issue: 07 July 2024 
Page No: 2271-2277 


International Research Journal on Advanced Engineering 
and Management 


https://goldncloudpublications.com 
https://doi.org/10.47392/IRJAEM.2024.0330 


Fake Product Identification Using Block Chain 


Sarvesh Nair', Afnan Rashid’, Rohan Hardade*, Sushmit Chetti*, Prof. Sujata Jawale° 
12.343 Nutan College of Engineering and Research, MH, India. 


Email ID: : 


sarvesh17.nair@ gmail.com’, afnan.rashid694@ gmail.com’, — rohanhardade@ gmail.com’, 


sushmitc20@ gmail.com’*, sujatajawale @ncerpune.in° 


Abstract 
Fake items posture noteworthy financial misfortunes and dangers to shopper security over different 


businesses. Conventional anti-counterfeiting measures, such as visualizations and serial numbers, have 
demonstrated deficiently. This paper investigates how blockchain innovation can address the fake issue more 
successfully. By leveraging blockchain's decentralized record and cryptographic security, a morally sound 
and straightforward record of each step in the supply chain is made. Interesting item identifiers on this tamper- 
resistant stage empower exact verification, cultivating shopper believe. Savvy contracts inside the blockchain 
biological system robotize confirmation forms, decreasing human mistake and streamlining exchanges. The 
proposed framework includes enrolling producers on the blockchain organize, allotting special QR codes to 
items, and making shrewd contracts for item possession exchange. Shoppers can confirm item realness 
through a portable application. The utilize of agreement instruments and cryptographic methods guarantees 
information judgment and security. This investigate highlights blockchain's potential to improve supply chain 
perceivability, progress customer believes, and combat fake items, eventually cultivating a more secure and 
straightforward marketplace. 
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1. Introduction 


Counterfeit products have become a_ pervasive 
problem in various industries, including 
pharmaceuticals, electronics, luxury goods, and 
automotive parts. These fake products not only result 
in significant economic losses but also pose serious 
risks to consumer safety and brand reputation. [1] 
Traditional anti-counterfeiting measures, such as 
holograms and _ serial numbers, have proven 
insufficient in combating this growing threat (Jadhav 
et al., 2022; Shreekumar et al., 2022). The 
inadequacies of traditional anti-counterfeiting 
measures necessitate more advanced solutions. The 
emergence of blockchain technology provides a 
promising avenue for addressing the counterfeit 
problem more effectively. [2] Blockchain’s 
decentralized ledger, coupled with its cryptographic 
security, ensures an incorruptible and transparent 
record of every step in the supply chain. By 


implementing unique product identifiers on this 
tamper-resistant platform, stakeholders can 
authenticate products with unparalleled precision, 
fostering a new era of consumer trust (Tundalwar et 
al., 2022). Moreover, the use of smart contracts 
within the blockchain ecosystem enhances _ the 
efficiency of anti-counterfeiting measures. These 
self-executing contracts automate verification 
processes, adding an additional layer of reliability 
and reducing the margin for human error. [3] This not 
only streamlines the authentication of products but 
also facilitates swift and secure transactions 
throughout the supply chain (Wasnik et al., 2022). As 
the adoption of blockchain technology gains 
momentum, industries are poised to create a unified 
front against counterfeiters, transcending 
geographical boundaries. [4] The collaborative nature 
of blockchain implementation fosters a shared 
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responsibility among manufacturers, distributors, 
retailers, and regulatory authorities, fortifying the 


global fight against counterfeit products. The 
potential impact extends beyond economic 
considerations, encompassing a renewed 


commitment to consumer safety and the preservation 
of brand integrity in an increasingly complex and 
interconnected marketplace. [5] 
1.1. Problem Statement 
The identification and elimination of counterfeit 
products from the market remain a challenge for 
businesses and regulatory authorities. Existing 
solutions often lack transparency, traceability, and 
authentication mechanisms, making it difficult to 
track the origin of products and verify their 
authenticity. This report aims to explore how 
blockchain technology can be utilized to develop a 
robust and reliable system for fake product 
identification. [5] In recent years, the proliferation of 
counterfeit products has exacerbated the challenges 
faced by businesses and regulatory authorities. 
Conventional solutions have struggled to provide 
comprehensive transparency, traceability, and 
authentication mechanisms, leaving a critical gap in 
the ability to effectively track the origin of products 
and verify their authenticity. This report seeks to 
delve into the potential of blockchain technology as a 
transformative force in the development of a resilient 
and dependable system for identifying and 
eliminating counterfeit products from the market. By 
leveraging the decentralized and tamper-resistant 
nature of blockchain, we aim to explore how this 
technology can enhance supply chain visibility, 
streamline authentication processes, and establish a 
secure framework that not only safeguards consumer 
trust but also strengthens the overall integrity of the 
market ecosystem. [7] 
1.2. Objectives 
The main objectives of this report are as follows: 
e To understand the impact of counterfeit products 
on the economy and society. 
e To explore the fundamentals of blockchain 
technology and its potential applications. 
e To review existing research and applications of 
blockchain for anti-counterfeiting purposes. 
e To analyze the advantages and disadvantages of 
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using blockchain for fake product identification. 

e To provide recommendations for the 
implementation and improvement of blockchain- 
based solutions. 

e To assess the potential impact of blockchain 
technology in combating counterfeiting. 

2. Method 

2.1. System Architecture and Methodology 

The proposed system for fake product identification 
using blockchain technology aims to create a robust 
and reliable mechanism for verifying the authenticity 
of products throughout the supply chain. The 
methodology encompasses several key steps, which 
are detailed below. [8] 

2.2. Block Diagram 

The system architecture consists of a blockchain 
network that includes manufacturers, distributors, 
regulators, and consumers. Each product is assigned 
a unique QR code linked to a smart contract on the 
blockchain. [9] 

2.3. Methodology 
2.3.1.Manufacturer Registration 

e All manufacturers are brought 
blockchain network. 

e Major product information is collected and 
registered by providing manufacturers with 
unique IDs and passwords. 
2.3.2.Product Addition and Verification 

e The manufacturer, being the primary owner of 
the item, requests the addition of a product to the 
network. [10] 

e A QR code is assigned to the product, which is 
then registered by a regulator if the applicant is 
verified as the actual manufacturer. 
2.3.3.Smart Contract Creation 

e Once a product is recorded on the network, a 
smart contract is created with the unique QR 
code of the product. 

e The product details are stored in an encrypted 
text form within the smart contract. 

e To protect against QR code copying, a copy- 
sensitive digital image is embedded within the 
QR code. 

2.3.4. Product Distribution 

e The manufacturer sends the product to the 

distributor, and the status is set as shipping. 


onto the 
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e Ownership of the product remains with the e Hash Algorithms: SHA-256 and RIPEMD-160 
iS are used to ensure data integrity by generating 


manufacturer until a purchase request 
approved by both parties. 
e Upon mutual agreement, ownership 


after payment is made. [11] 
2.3.5.Consumer Verification 


unique hash values for each block of data. 


is e Smart Contracts: Self-executing contracts 
transferred via the smart contract automatically automate the verification process and ensure 


secure transactions once predefined conditions 
are met. [13] 


e Consumers use an Android app to scan the QR 2.5.2.Consensus Mechanisms 
code assigned to the product. e Proof-of-Work (PoW): Participants solve 
e The scanner decrypts the text within the QR complex mathematical puzzles to validate 
code, providing information about the current transactions, ensuring a high level of security. 


manufacturer and owner. [12] 


e Proof-of-Stake (PoS): Validation rights are 


e Consumers can then verify the authenticity of the assigned based on participants’ stakes in the 


product before making a purchase. 

2.4. Requirements 
2.4.1. Hardware Requirements 

e Processor: Intel Core i3 or higher 

e RAM: 4GB or more 

e Hard Disk: 250GB or more 
2.4.2.Software Requirements 

e Operating System: Windows 7, 8, or 10 


cryptocurrency, offering a more energy-efficient 
alternative to PoW. 
2.5.3. Block Structure 

e Message Preprocessing: Binary bit filling and 
message length filling are performed on the input 
data. 

e Main Loop Processing: Each message block 
undergoes compression, with the output serving 


e Integrated Development Environment (IDE): as the input for subsequent blocks until the final 


Visual Studio Code (VSC) 
e Blockchain Tools: Ganache, MetaMask 
2.5. Algorithm 


The algorithm for fake product identification using 
blockchain involves cryptographic techniques, 


consensus mechanisms, and smart contracts. [14] 


2.5.1.Cryptographic Techniques 


[ Start } 


hash value is generated. 
2.6. Flow Chart 
As shown in figure 1, The flowchart outlines the step- 
by-step process of registering products, creating 
smart contracts, verifying ownership, and allowing 
consumers to authenticate products via_ the 
blockchain network. 
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Figure 1 Flow Chart 
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Losses and Scams Due to Counterfeit Products (2015-2023) 
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Figure 2 Losses and Scams Due to Counterfeit 
Products 


As shown in Figure 2 The graph shows a steady 
increase in both losses (in USD billions) and the 
number of scams reported due to counterfeit products 
from 2015 to 2023. Losses rose from around 1.5 
billion USD in 2015 to over 5.0 billion USD in 2023, 
while the number of reported scams increased from 
about 1500 to over 2300 during the same period. [15] 


Sector-wise Losses Due to Counterfeit Products in 2023 
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Figure 3 Sector Wise Losses Due to Counterfeit 
Products 


Pharmaceuticals 


As shown in Figure 3 The bar graph illustrates sector- 
wise losses due to counterfeit products in 2023. The 
fashion sector experienced the highest losses at 2 
billion USD, followed by pharmaceuticals at around 
1.75 billion USD, electronics at 1 billion USD, 
automobiles at 0.5 billion USD, and food & beverage 
at approximately 0.4 billion USD. 
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Reduction in Counterfeit Products Due to Blockchain (2019-2023) 


Figure 4 Reduction in Counterfeit Products Due 
to Blockchain 


As shown in Figure 4 The line graph shows the 
reduction in counterfeit product losses and scams due 
to blockchain technology from 2019 to 2023. The 
reduction in losses is shown by the green line and the 
reduction in scams by the orange line. Both lines 
show a steady increase in reduction over time, 
indicating blockchain is having a positive impact. 


3. Results and Discussion 
3.1. Results 
Figure 5-8 shows the Results of the Proposed System. 
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Figure 5 Home Page 
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Figure 6 Adding Products Page 
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FAKE PRODUCT IDENTIFICATION 
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Figure 7 Products for Sale 
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Figure 8 Final Page 


3.2. Discussion 


The integration of blockchain technology in 
counterfeit product identification offers a 
transformative solution to an age-old problem, 
showcasing significant improvements in 


transparency, traceability, and overall supply chain 
integrity. The results of this study highlight the 
advantages of utilizing blockchain's decentralized 
and tamper-resistant ledger to record and verify 
product authenticity at every stage of the supply 
chain, from manufacturing to consumer purchase. 

One of the primary benefits observed is the enhanced 
transparency and traceability afforded by blockchain. 
Unlike traditional methods, blockchain's immutable 
ledger ensures that every transaction is recorded and 
visible to all stakeholders, thereby reducing the 
likelihood of counterfeit products entering the 
market. As noted by Jadhav et al. (2022), the use of 
blockchain can effectively mitigate the risks 
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associated with counterfeit goods by providing a 
reliable and verifiable record of product provenance. 
This level of transparency not only aids in the swift 
identification and removal of counterfeit products but 
also bolsters consumer confidence in the authenticity 
of their purchases. Furthermore, the implementation 
of smart contracts within the blockchain framework 
streamlines the verification and transfer of product 
ownership. Smart contracts automate and enforce the 
terms of agreements between parties, reducing the 
need for intermediaries and minimizing human error, 
as discussed by Shreekumar et al. (2022). This 
automation enhances the efficiency of supply chain 
operations and ensures that only authenticated 
products are transferred between entities, thereby 
fortifying the fight against counterfeiting. The results 
also underscore the collaborative potential of 
blockchain technology. By providing a_ shared 
platform for manufacturers, distributors, retailers, 
and consumers, blockchain fosters a collective 
approach to combating counterfeit products. As 
observed by Tundalwar et al. (2022), such 
collaboration is crucial for the success of anti- 
counterfeiting measures, as it ensures that all parties 
are equally invested in maintaining the integrity of 
the supply chain. However, the adoption of 
blockchain technology is not without challenges. The 
initial setup and integration of blockchain systems 
require substantial investment and _ technical 
expertise. Additionally, as pointed out by Wasnik et 
al. (2022), there are concerns regarding the scalability 
of blockchain solutions, particularly in industries 
with high transaction volumes. Despite these 
challenges, the long-term benefits of blockchain, 
such as reduced counterfeit risks and increased 
consumer trust, present a compelling case for its 
adoption. In conclusion, the study demonstrates that 
blockchain technology holds significant promise in 
addressing the pervasive issue of counterfeit 
products. By enhancing transparency, traceability, 
and collaboration across the supply chain, blockchain 
can effectively safeguard consumer trust and ensure 
the authenticity of products. Future research should 
focus on addressing the — scalability and 
implementation challenges to fully realize the 
potential of blockchain in anti-counterfeiting efforts. 
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Conclusion 
The problem of counterfeit products remains a 
significant challenge across various industries, 
posing risks to consumer safety and brand integrity. 
This study confirms that traditional anti- 
counterfeiting measures are inadequate in addressing 
these issues effectively. Through the implementation 
of blockchain technology, as discussed in the results 
and discussion sections, a more robust and reliable 
system for counterfeit product identification has been 
demonstrated. Blockchain technology provides an 
immutable and transparent ledger that enhances 
supply chain visibility, allowing for the precise 
tracking and verification of product authenticity. The 
integration of smart contracts further automates and 
secures the transfer of product ownership, 
minimizing human error and eliminating the need for 
intermediaries. These advancements collectively 
ensure that counterfeit products are swiftly identified 
and removed from the market, thereby protecting 
consumers and maintaining brand trust. Despite the 
challenges associated with the initial setup and 
scalability of blockchain systems, the benefits far 
outweigh the drawbacks. The collaborative nature of 
blockchain technology fosters a unified approach 
among manufacturers, distributors, retailers, and 
consumers, creating a secure and_ trustworthy 
marketplace. This study reaffirms the transformative 
potential of blockchain technology in combating 
counterfeit products and highlights the need for 
continued research and development to overcome 
existing challenges. In conclusion, blockchain 
technology offers a promising solution to the 
counterfeit product problem, confirming its efficacy 
in enhancing supply chain integrity and consumer 
trust. The findings underscore the importance of 
adopting advanced technological solutions to address 
complex issues in today's interconnected 
marketplace. 
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